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Networking Basics
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Transport - TCP Basics: Connections

Picture: Wikimedia

3-Way Handshake Connection Teardown

FIN, ACK

FIN, ACK



Transport – TCP Basics: netcat Example

192.168.0.200

:60449

192.168.0.100

“Server” with open netcat port
nc –lvk 1522

(= listen, verbose, keep open port 1522)

netcat “client” from random port
nc lab26ai.lab01.pdb.lan 1522

(= connect to host lab26ai at port 1522)

:1522

Proto Recv-Q Send-Q Local Address Foreign Address State Benutzer Inode PID/Program name
tcp 0 0      0.0.0.0:1522 0.0.0.0:*        LISTEN      0          8544762    1113753/nc

netstat –tulpen

tcpdump file

tcpdump –i ens33 –w <filename> tcpdump –i ens17 –w <filename>

tcpdump file

Mac w/ Wireshark



Transport - TCP Basics: netcat Example

Opening Socket   10.22.21.50:1522

Connection from   10.22.11.45:60449 (random high port)



Transport - TCP Basics: netcat Example
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Transparent Network Substrate
“TNS”, “Oracle Net”, “Net8”



TNS Connection Protocol Options

• PROTOCOL=TCP
sqlplus scott/tiger@dbhost1.example.com:1521/orclpdb1

• PROTOCOL=TCPS
sqlplus scott/tiger@’tcps://dbhost1.example.com:2484/orclpdb1?ssl_server_dn_match=yes’

• PROTOCOL=IPC (“Inter-Process Communication”)
Example: EXTPROC

• PROTOCOL=BEQ (“Bequeath”)
Example: sqlplus / as sysdba



What can go wrong... sqlnet.ora

NAMES.DIRECTORY_PATH = (TNSNAMES, EZCONNECT, HOSTNAME)

SQLNET.OUTBOUND_CONNECT_TIMEOUT = 10 
SQLNET.RECV_TIMEOUT = 30
SQLNET.SEND_TIMEOUT = 30

SQLNET.EXPIRE_TIME = 2 Firewall is my friend ...

ClientDatabase Server

Firewall
w/ Idle Timeout

Checks every 2 Minutes
= Firewall sees “traffic” (SYN flagged packets)

listener.ora:
=> DEFAULT_SERVICE_LISTENER

Overridden by tnsnames.ora CONNECT_TIMEOUT

Limiting Connection Idle Time (SQL >30s will die!)



Listener Endpoints

Listener

Config

listener.ora

Client
tcp

tcps
IPC

tnsnames.ora

Aliases

0.0.0.0:1521

EXTPROC

sqlnet.ora sqlnet.ora



The Listener
Config + Log

Endpoints

Dynamic Services

Static Service

PDB GUID Service



Instance Registration@Listener

DB Instance
MYSERVICE1, MYSERVICE2

Listener
:1521

Configures
Servicename

Registers Services
at localhost by Default-Port :1521

or LOCAL_LISTENER

Service by
SID_LIST_ ...

listener.orainit.ora
spfile Grid Infra

DBMS_SERVICE

“Static” Registration

“Dynamic” Registration



What can go wrong... listener.ora
LISTENER =
  (DESCRIPTION_LIST =
    (DESCRIPTION =
      (ADDRESS = (PROTOCOL = TCP)(HOST = dbserver01.example.local)(PORT = 1521))
    )
  )

SID_LIST_LISTENER =
  (SID_LIST =
    (SID_DESC =
      (GLOBAL_DBNAME = TEST)
      (ORACLE_HOME = /u01/app/oracle/product/19.0.0/dbhome_1)
      (SID_NAME = TEST)
    )
  )

USE_SID_AS_SERVICE_LISTENER = ON

DEFAULT_SERVICE_LISTENER = MYDEFAULTSERVICE

HUGO ?

HUGO !

1523 ?

LOCAL_LISTENER !

tnslsnr ... just sayin’ ...

HUGO !

HUGO !



TNS Connection via Listener (Linux/Unix)
Client

DB Instance

192.168.0.200

Listener
:1521

:12445Connect

ded. Server

fork()
exec()

Authorize 

for Access Socket Communication
.100:1521 <-> .200:12445

Handing
Socket
over 

Database Server
192.168.0.100

tnsnames.ora

netstat –tulpen



TNS Connection via SCAN Listener

Client

DB Instance 
1

192.168.0.200

Node lsnr 1
:1521

:12445

ded. Server

RAC Node 
VIPs

192.168.0.101

DB Instance 
2

192.168.0.102
Node lsnr 2

:1521

SCAN lsnr 1
:1523

192.168.0.111

SCAN lsnr 2
:1523

192.168.0.112

SCAN lsnr 3
:1523

192.168.0.113

DNS

myscan.mydomain?

.112, .111, .113!

Who runs
MYSERVICE?

Go To
.101:1521!

REMOTE_LISTENER

LOCAL_LISTENER

MYSERVICE

:21776

Firewall! 
.101:1521
.102:1521

.111:1523

.112:1523

.113:1523

tnsnames.ora



TNS No! Connection via SCAN Listener

Client

DB Instance 
1

192.168.0.200

Node lsnr 1
:1521

RAC Node 
VIPs

192.168.0.101

DB Instance 
2

192.168.0.102
Node lsnr 2

:1521

SCAN lsnr 1
:1523

192.168.0.111 192.168.0.112

SCAN lsnr 3
:1523

192.168.0.113

DNS

myscan.mydomain?

.112, .111, .113!

Who runs
MYSERVICE?

REMOTE_LISTENER

LOCAL_LISTENER

:21776

Firewall! 
.101:1521
.102:1521

.111:1523

.112:1523

.113:1523

tnsnames.ora

Looong
Timeout



TNS Connection Timeouts

(DESCRIPTION=
(TRANSPORT_CONNECT_TIMEOUT=3)(RETRY_COUNT=3)(RETRY_DELAY=1) 

(ADDRESS=(PROTOCOL=TCP)(HOST=myscan.mydomain)(PORT=1521))
(CONNECT_DATA=(SERVER=DEDICATED)(SERVICE_NAME=MYSERVICE)

)

(DESCRIPTION=(CONNECT_TIMEOUT=3)(RETRY_COUNT=3)(RETRY_DELAY=1)
(ADDRESS_LIST=(LOAD_BALANCE=OFF)(FAILOVER=ON)

(ADDRESS=(PROTOCOL=TCP)(HOST=dataguard-A)(PORT=1521)))
(ADDRESS=(PROTOCOL=TCP)(HOST=dataguard-B)(PORT=1521)))

)
(CONNECT_DATA=(SERVER=DEDICATED)(SERVICE_NAME=MYSERVICE)
)

)

Classic ADDRESS LIST w/o SCAN (think: Data Guard!)

11gR2+ ADDRESS Syntax for SCAN Listener

Wait 1s

Timeout 
after 3s Retry 

again 3x

Timeout 
after 3s

.112

.111

.113



What can go wrong... tnsnames.ora

• Duplicate TNS names
(Last always wins)

• IFILE=/path/to/myfile.ora
Have it nested, have fun! (max. 3 levels)

• Duplicate TNS names in IFILE vs. tnsnames.ora
Position of IFILE matters!

• IFILE also possible for listener.ora, sqlnet.ora ...



What can go wrong... Duplicates in IFILE

MYDBOX =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP)(HOST = 192.168.0.100)(PORT = 1521))

)
(CONNECT_DATA = (SERVICE_NAME = MYSERVICE))

)

IFILE=/home/oracle/tnsnames_ifile.ora

YOURDBOX =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP)(HOST = 192.168.0.100)(PORT = 1521))

)
(CONNECT_DATA = (SERVICE_NAME = YOURSERVICE))

)

Overwritten by 
IFILE content

Overwrites 
IFILE content



What can go wrong... $TWO_TASK

• ”Two Task” = classic naming of Oracle for Client-Server-Communication
Opposite: Bequeath Connect

• Can contain
• TNS alias
• TNS connect string
• EZconnect string

• Is used INSTEAD OF bequeath connect 
(adds “@$TWO_TASK” to your “sqlplus user/pw”)

• In Windows: %LOCAL%



What can go wrong... Connection Errors

SQL> connect sys/oracle@192.168.0.100:1521/freepdb1 as sysdba

ERROR:
ORA-12650: No common encryption or data integrity algorithm



SERVER SETTING

REJECTED ACCEPTED REQUESTED REQUIRED

CL
IE

N
T 

SE
TT

IN
G

REJECTED OFF OFF OFF FAIL

ACCEPTED OFF OFF ON ON

REQUESTED OFF ON ON ON

REQUIRED FAIL ON ON ON

Min Max

Min

Max

SQLNET.ENCRYPTION_{CLIENT|SERVER}  à REJECTED, ACCEPTED, REQUESTED, REQUIRED

SQLNET.ENCRYPTION_TYPES_{CLIENT|SERVER} à AES128, AE192, AES256 

SQLNET.CRYPTO_CHECKSUM_{CLIENT|SERVER}  à REJECTED, ACCEPTED, REQUESTED, REQUIRED

SQLNET.CRYPTO_CHECKSUM_TYPES_{CLIENT|SERVER} à SHA256, SHA384, SHA512

Network Encryption (protects from curious people, but not from data manipulation)

Network Data Integrity (protects from altering data,  but not from curious people)

Security

ONNE: Encryption and Hash Cipher



Analysis with SQL
WITH y AS (

SELECT c.CON_ID, c.SID, c.Client_Version, c.Client_Charset, c.Authentication_Type, 
c.Client_OCI_Library, c.Client_Connection_String,

/* Protokoll (TCP or TCPS) */
CASE WHEN MAX(CASE WHEN c.Network_Service_Banner LIKE '%TCPS%' THEN 1 END) = 1 THEN 'TCPS' ELSE 'TCP' END AS Protocol,
/* Encrpyption Algorithm or NONE - (26ai supported: AES128,192,256) */
NVL(MAX(REGEXP_SUBSTR(c.Network_Service_Banner,'(AES128|AES192|AES256|3DES|DES|RC4)',1,1,'i')),'NONE') AS Encryption,
/* Checksum Algorithmus or NONE - (26ai supported: SHA256,384,512) */
NVL(MAX(REGEXP_SUBSTR(c.Network_Service_Banner,'(SHA256|SHA384|SHA512|MD5|SHA1)',1,1,'i')), 'NONE') AS Checksum

FROM gv$session_connect_info c
GROUP BY c.Con_ID, c.SID, c.Client_Version, c.Client_Charset, c.Authentication_Type, 

c.Client_OCI_Library, c.Client_Connection_String
)
SELECT * FROM (                                

SELECT y.Protocol, s.Server, s.Service_Name, s.Port,                   
y.Encryption, y.Checksum,
y.Con_ID, y.SID, s.Serial#,
y.Client_Version, y.Client_Charset, y.Authentication_Type, y.Client_OCI_Library,        
s.Username as DbUser , s.OsUser, s.Machine, s.Logon_Time, s.Status,                
s.Program, 
s.Module, s.Action, s.Client_Info, /* <== DBMS_APPLICATION_INFO */ 
y.Client_Connection_String

FROM gv$Session s, y
WHERE y.SID = s.SID

AND s.Type != 'BACKGROUND')      

gv$session_connect_info

gv$session



Analysis with SQL



What can go wrong... Connection Errors

SQL> connect sys/oracle@192.168.0.100:1521/freepdb1 as sysdba
ERROR:
ORA-28041: authentication protocol internal error

SQL> connect sys/oracle@192.168.0.100:1521/freepdb1 as sysdba
ERROR:
ORA-12699: Native service internal error occurred.

Client Version 23.5.0.24.07 => Fixed with 23.26.xx



War Story: Stealth Mode

Ping? No Pong.

SYN = Attack

A-Queue dead.
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Further reading ....
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