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The Oracle ACE Program
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ora2know
The German Oracle Database Community
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Logistics / Warehousing



Logistics
Warehousing
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Logistics – Security
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Logistics – Importance
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Logistics – Responsibility

CEO? Logistics is just an expensive asset.
CFO? Wants to earn and not to lose money.
CIO? Bears the IT load on shoulders.
CISO? Priority: Security First. Who needs a business?
COO? The shop must run!
CTO? ...
C...?

Head of Logistics? 
!"# ! (Nice – “Klo” is the German word for ”loo”)

It depends!



Logistics – Challenges
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Security is a Feature!
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Logistics – Worst Case



Attacks – From the Inside?
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Hardening
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Hardening – Why?
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Hardening – Guidelines
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Hardening – Guidelines
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CIS Level 1 – Lower the Attack Surface
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What is the Definition of Enough?
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Know where you are – CIS Benchmark



CIS Benchmark – Document
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The right Benchmark-Tool ... ?
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How to do it

oscap  xccdf  eval 
-- fetch - remote - resources 
-- datastream - id 
 scap_org.open - scap_datastream_from_xccdf_ssg - rhel8 - xccdf.xml 
-- xccdf - id scap_org.open - scap_cref_ssg - rhel8 - xccdf.xml 
-- profile xccdf_org.ssgproject.content_profile_cis_server_l1 
-- report report - level1.html 
 scap - security - guide - 0.1.73/ssg - rhel8 - ds - 1.2.xml
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https://docs.oracle.com/en/operating-systems/oracle-linux/8/oscap/
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Detail: System Settings vs. Rules
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Suggested Remediation Scripts
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Remediation ”Session Timeout”
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Strange and Funny Things
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Strange and Funny Things
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Strange and Funny Things
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SELinux
Security Enhanced Linux
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Oracle DBSAT
Database Security Assessment Tool
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Oracle DBSAT
Database Security Assessment Tool

-- dbsat COLLECTOR
./ dbsat collect bss_db_sat /secret@10.1.2.3:1521/MYDB dbsat.out

%9/#"1

-- dbsat REPORTER
ZIP=/ usr /bin/ zip
UNZIP=/ usr /bin/ unzip
DBZIP=${ORACLE_HOME}/bin/ zip

./ dbsat report dbsat.out



Oracle DBSAT
Database Security Assessment Tool
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Oracle DBSAT
Database Security Assessment Tool

%'-0&*#9
A'B4&#S



Oracle DBSAT
Database Security Assessment Tool
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Oracle DBSAT
Database Security Assessment Tool
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Lessons Learned



Two Ways to Hardening
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Hardening from Scratch - Security by Design
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Hardening on Demand - Security by Option
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Security ...
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Hardening Lessons Learned
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More Hardening Lessons Learned
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Security Lessons Learned



What’s next?



To be continued ... XDR
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